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Smart Grids: A Cyber—Physical
Systems Perspective

By Xincuuo YU, Fellow IEEE, anp Yusuewnc XvE, Member [EEE

ABSTRACT | Sman grids are sleciric networks that smploy
avanced manioning, conirol, and communscation technolo-
giei 10 deliver rellable and ssefwre energy supply, eshance
operation efficiency lor generators and distributors. and pro-
mmmmmmmmmnm
nation ol il and cyber
syl that fsce many technological challenges. |0 this ps-
per, we will first present an overview of thess challenges in
the contest of cyber-phyuical sysiema. We will then outline
poteniial coniributions thal oyber-physcal systems can make
o smart grids, a3 well 3 the challenges thal sman grids pres-
&l 10 Cyber-phyacal systentd fessarch. Finally. implacstionm
of current technological advances ta s grids are outlined.

wivwosns | Big dua dowd computing tomples networks:
=md.trhr4*v‘hllm wtrlligent wntems modeling:
Y. Smart grid

L INTRODUCTION

The greatest discovery of the 19%th contury was that of
ehertricity which has bed 10 pevolutionary progression in
our society and econsmy. Electricity became s funds-
mental form of energy carrier casker o Tansmi over
long distance than sy other fomm, and it has become o5
sential vo our socisl and economilc activities. The eleciric
grics, which are essentially massive intovconnected phys-
ical metworks, are the infrastrecture backbone for energy
sapply and use of tnday [1).
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In recent years, there have been increasing demands
tor cleaner energy generation aml more offuient e of
energy due to emvironmental cmcerms a3 well a1 lmited
availability of nonrenewable energy sources such as ooal,
gas. and wil The 2014 World Energy Outlook Repon [2]
Hnlulhrlrljﬂuluzrp'd:mndhmwwbr
17X by 2040, and energy efficiency i critical w relieve
pressure ofn eneTgy supply while acoommuodaring increas-
ing demands withomit severing the environments. While
renewable energy (RE) sources such as hydro, biomass,
solax, peothermal, and wind are tn abundance, they are
mach harder to harvess. Advanced wchnologies s
needed in onder o make these energy supples more reli-
able and secure. Intermationally, governounts of many
countries have adopted/are adopting new energy policies
and mcentives, and larger scale deployments of smant
technologies are now in place. In the United Seates, the
all-oi-the-above enmergy strategy has beon lsunched by
President Obama. RE generation from wind. solar, and
grothermal sources has doubled since 2008, and 3 20%
RE wurget by 2020 has been st [3]. In Europe, & 20% RE
taspet by 2020 has also been st by the Enropean Com-
miwsion [4]. In China, 2 15% RE target was sei io achieve
by 2020 |5]. and an even more ambious farget of 56%
RE by 2050 has pmt been set by the Chinese Gowern-
ment [6).

All the above require a revolutionary rethinkang of
bow w supply amd use clectric energy in 2 more effi-
cient, clfective, coonomical, and environmentally sas-
tainishle way. Smart gride (SGs) sov wuch 8 new parscigm
tor energy sapply and use in response 10 the sforemen-
thoned challenges. They amm o intelligently niegrate the
behaviors and actioms of all the stakebolders in the en-
ergy supply chain o efficiently delives sustainable, reo-
nomic, and secure electnic and  ensure

| amd ally sustainable wme, Key to
the success of 50 s the seamben integration and inter-
action of the power network inlrsstructure as the
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